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‘ . CSB # 00013
——— | | 26 July 1955
MEMORANDUM FOR THE MEMEERS CF USCSE: |
Subject: Extracts fyom Appendix I of the Hoover Lomm1351onh(1j Cw'
| (General Mark Clark) Report.,

References: . (a) CSB # 00011 dated 11 July 1955,
' (b) CSB # 012 dated 19 July 1955,
(¢c) COMSEC 7-/1 dated 7 June 1955

(@) COMSEC 7-/2 dated 25 July 1955,

1, Quoted below are comments received to date from USGSB mémbers
- in regard to Clark Committee recommendations of primary interest to
USCSB, Additional comments, if any, will be circulated as received,

8, Recommendation No. 4.

THAT THE MILITARY SERVICES AND NSA CONTINUE TO STRIVE FCR A HIGHER
DEGREE OF CRYPTOGRAPHIC SECURITY: THAT THE PROBLEM OF COMMUNICATIONS :
SECURITY, INCLUDING PLAIN TEXT MESSAGES AND TRAFFIC ANALYSIS (F ENCRYPTED
MESSAGES, BE RESTUDIED BY USCSB (OR THE COMBINED BOARD AS RECOMMENDED IN

.+ THIS REPORT) WITH A VIEW TOWARD REDUCING TO THE LOWEST PRACTICABLE LEVEL
THE QUANTITY OF INFORMATION RELEASED THROUGH TELECCMMUNICATIONS; AND
THAT NSC 168 BE REEXAMINED TO ASCERTAIN IF THE DIRECTOR, NSA, HAS SUFFI-
CIENT AUTHORITY TO CARRY OUT HIS CQMSEC RESPONSIBILITIES

COMMENTS

. STATE: The first part of this recommendation needs no comment
since 1t 1s obvious that the military services and NSA will
continue to strive for a higher degree of cryptographic
security,

: The recommendation that the problem of communications
security, including traffic analysis, be restudied by USCSB
shows that the Task Force did not understand the provisions
of NSC 168, For example, if trapsmission security should be

- studied, NSC 168 states that "it shall be the responsiblility
of the Director, NSA, to review and evaluate communications
procedures developed by the departments and agencies to de-
termine whether such procedures will provide and maintain trans-
mission security, and to recommend revisions and additional
rules and procedures as required", This is being done and
there is no evidence submitted that additional studieg are
needed, # ]_7
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Subject:

STATE

(Cont'd)

- DEFENSE:

Extracts from Appendix I of the Hoover Commission
(General Mark Clark) Rsport,

The question of sufficient authority for the Director, NS4,
could also he answered by a study of NSC 168. This directive
contains the COMSEC responsibilities of the Director, NSA, and
gives him the authority to carry them out. Any CQMSEC recponsi-
bilities which the Task Force had in mind beyond those spelled
out in NSC 168 are in the basic responsibility of the Speeial
Committee of the NSC or the USCSBs

Recommendation No, 4 might be placed in the category of
those which can and should be adopted, but it should be pointed
out that this recommendation only calls for a restudy of matters
vhich are already under study in accordance with the provisions
of NSC 168 and for a re-examination of NSC 168 to find that it
has been carefully drafted to cover all contingencies in the
COMSEC field. : ’

The elements of this recommendation are generally similar
to those in my letter of 31 May 1955 (enclosure with reference
4¢3 )qto the members of USC3B, I believe the Board should pro-
ceed with a formal study of the subjects mentioned in this
recommendation and in my letter, However, re-exemination of
HSC 168, to ascertain if DIRNSA has sufficient authority to
carry out his COMSEC responsibilities as recommended by the
Clark Task Force, is an undertaking which may go somewhat be-
yond USGSB's present competence.

" Concur that efforts to attain a higher degree of crypto~
graphic security should continue, With regard to the study of
the plain language traffic problem and traffic analysis of
encrypted messages, the military services have long recognized
this weakness and are taking corrective action on the military

- portion of the problem within capabilities. No real solution

to this problem is possible until military cryptographic capa-
bilitiesgare modernized to match the operational and technical
improvements mnde in military commmications since World War IT.
Significent improvement in military cryptographic capability is
expected when cryptogrephic equipment now under development
and/or procurement becomes available, With regard to the recom=—
mendation that NSC 168 be re-examined, it is noted that this was
an interim directive on trial through October 1955 and is
currently being reviewed,

D .
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‘ Subjecﬁ: . Extracts from Appendix I of the Hoover Commission
(General Mark Clark) Report.

AIR FORCE: Concur in recommendation, The Air Force position concern—
ing this subject was thoroughly presented in Memorandum for
Chairman, USCSB, subject: (U) U. S. Communications Security,
dated 5 July 1955 (enclosed with reference £3}). With regard
to re-examination of NSC 168, it 1s recommended that the vlews
of the Joint Chiefs of Staff be obtained during any review of
this document. '

CIA: ‘ There is no question concerning this aspect of the recom-
mendation. Since the development of cryptographic equipment is
primarily the responsibility of NS4, recommendations to increase
their capabilities in this . field should be made by them.

USCSB should be responsible for the studys A subcommittee
 should be established under U3CSB to conduet the study, within
the limitations of NSC 168, and to make the necessary recommend—
ations, The recommendations should include a statement of policy,
which can be later issued as a USCSB or NSC directive: (1) estab-
lishing the authority to prescribe minimum standards for the de-
velopment of communications procedures which will provide and
maintein transmission security, end (2) requiring the various
departments and agencles of the Government to submit perisddic
reports to USCSB which will indicate that they have examined
thelr communications security systems, procedures and practices
and have determined that they are operating in conformance with
the prescribed minimum standards.

The sbove subcommittee should also be charged with the
responsibility for re-examining NSC 168,

TREASURY: This recommendation concerns the desirability 'of reduction
in plain text, The comments made in paragraph four of our
memorandum of July 12, 1955, (enclosed with reference £d3),
commenting upon General Erskine's memorandum of 31 May 1955,
appear to be equally applicable here. Some danger exists in
either alternative but the whole situation should in our
opinion be reviewed to determine in which direction the great-
est security lies. ' R
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Subject: Extracts from Appendix I of the Hoover Commission
(General Mark Clark) Report,
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ARMY: The Army member believes that the state of US COMSEC

ghould be kept under thorough review at all times and there-

- fore, as a matter of principle, believes that the recommnended
COMSEC study can end should be made. MNHowever, for any study to
be effectual it must not be directed towards any given component
of COMSEC as a matter of emphasis, but should instead cover all
elements of COMSEC, Accordingly, it is recommended that USCSB,
at the'earliest opportunity, study the adequacy of US COMSEC

and determine requirements to insure continulng and increasing
security of US telecommnnicatlonso

While re-examination of NSC 168 to determine if DIRNSA Has .
sufficient authority to carry out his COMSEC responsibility can
be made it should pot be mede alone, Instead, the Army member
recommends that all facets of NSC 168 be examined,

* 17Gg9z+4
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Ga— | CSB # 00013

Subject: Extracts from Appendix I of the Hoover Commission
' (General Mark Clark) Report. ‘

b, Recommendation No. 5.

THAT A SINGLE BOARD WITH APPROPRIATE TECHNICAL SUBCCMMITTEES -HAVE
POLICY COGNIZANCE OVER CCMMUNICATIONS INTELLIGENCE AND CCMMUNICATIONS
SECURITY, IF THE RECOMMENDATION TO PLACE THE EVALUATION AND ANALYSIS
OF ELINT UNDEL NSA IS ADOPTED, THEN POLICY GUIDANCE FOR ELINT AS WELL
AS COMINT AND COMSEC SHOULD BE EXERCISED BY THE PROPOSED SINGLE BOARD,

COMMENTS:

STATE: The matter of a single board to have cognizance over
commnications intelligence and communications security was
considered at the time the USCSB was established, The fact
that COMINT and COMSEC are related to telecommunications and
that some agencies are working in both fields are not valid
arguments for a single board, Since COMINT is concerned
with the communications of foreign governments and COMSEC
deals with U. S. Government communications, they are no
more related than foreign commmications are related to U.S,
communications, A CCMINT board is not interested in the pro-
duction of cryptographic material, the development of new
equipments or the violations of security in our own erypto-
graphic operations and a CQMSEC board is not interested in
the production and distribution of information from the
nessages of other governments, The idea that both USCIB
and USCSB are substantially comprised of the same agency
membership is not a reason for having a single board
unless one person in each agency can represent both
functions, In the Department of State there is a wide
separation between the organization handling foreign in-
telligence and that handling the security of U, S. tele-
grams,.

Recommendation No, 5 should be placed in the category
of those not considered appropriate for adoption, for the
reasons stated above,

DEFENSE: The Clark Task Force recommendation that there should
be a single national board with cognizance over COMINT,
ELINT, and COMSEC parallels my views. The three elements
are inextricably inter-related, and I believe it is only a
matter of time before we come to such an organization,

Subjects under the cognizance of USCSB in most cases
are also of interest to USCIB: the greatest part of this
Board!'s business up to now has required consideration by
both boards, The present procedure of bandying issues

. o4 179241
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Subject:

Extracts from Appendix I of the Hoover Commission
(General Mark Clark) Report.
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DEFENSE CONT*D.:

L2

‘between the boards makes for a slower, less clean-cut,
and more bureaucratic handling than would be the case
if the various aspects of each issue were considered
within the framework of a single authoritative body.

The recent assignment of national policy super-
vision over ELINT, in addition to COMINT, to USCIB is a
step toward the formation of a consolidated national
board. The principal obstacle to proceeding with the
next step of consolidation is the divided authority
within many of the member agencies between the communi-
cators and the intelligence elements. More often than
not, the same individual cannot himself speak with equal
expert knowledge and authority concerning COUINT, ELINT,
and COMSEC,.

However, this is not an insuperable cbstacle, 1
doubt it would be more difficult organizationally to
arrange dual or alternate agency memberships when neces-
sary on a single board than it is mow to deal through
two distinct boards with broadly overlapping interests.

 The whole issue is onme that cannot be resolved
quickly or easily. Before long this Board will have to
evaluste its first two years! experience, as directed
by the Special Committee of the NSC for COMSEC. One
important element in this evaluation will be the subject
. of the present Clark Committee Recommendation Nos 5.

. The first sentence of this recommendation is not
concurred in., The concept of a single policy-making body
for COMINT and COMSEC is fundamentally unsound because the
function of collection, production, and dissemination of
communications intelligence is distinct and separate opera-
tionally from the function of maintaining communication
security. Although it is admitted that there are close
technical relationships between these two functioms, the
functions themselves are quite separate and distinct.

There is a well understood respomsibility of each service
or agency operating communications to maintain communi-
cation security. Amy effort to place policy-making re-
sponsibility for these two functions in a single board is
destined to result in either a board whose efforts are
slanted toward one function to the detriment of the other
or a board whose membership is so large that it will become
an uwwieldy and impotent organization.
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~ Subject:

Extracts from Appendlx I of the Hoover Commission
(General Mark Clark) Report.
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NAVY CONT'D.:

AIR FOR

B

E

TREASURY:

‘The second sentence of the recommendation is not
commented on since it involves a matter not under the cogni—
zance of the USCSB.

It is the Air Force opinion that a combined board
acting for COMINT and COMSEC should not be established.
We feel that USCSB as presently constituted is too large,
and a merger as recommended would result in further im-
crease in size. We believe that study should be made to
reduce the size of USCSB and that the views of JCS should
be obtained before any decision is made imn this respect.

It is believed that it is inadvisable at this time
to establish a single board as recommended. Although many

s of the matters which are of interest to USCSBE are alse of.

interest to USCIB, the primary functions and responsibilities
of these two boards are sufficiently divergent to justify
their separate existence.

It appears that the proposed arrangement would be satis-
factory to the AEC from the standpoint of possible benefits to
and contributions by the AEC in the areas of COMSEC and COMINT,
including ELINT.

We concur in general but feel that it is difficult to
take a definite position on this matter without more complete
information than we now have as to the present functions and
methods of operation of USCIB as well as what functions and

' methods of operation would be contemplated for a mew joint

board. Probably Treasury membership would be desirable.

The Army member does not feel that USCIB and. USCSB
should be combined as a single Board at this time., Insofar
as Army alone is concerned, there would be no objection to
combining USCIB and USCSB in a single Board, since the res-
ponsibility for policy determination within the Army for
both COMINT and COMSEC. matters is centered im the ACofS,
G-2, DA, who is the Army representative on both USCIB and
USCSB. It is recognized, however, that other Departments
‘or Agencles on both USCIB and USCSB hold different offices
within their respective organizations responsible for
CUMINT and COMSEC policy matters, and therefore require

T
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Subject: Extracts from Appendlx I of the Hoover Commlssion
- (General Mark Clark) Report.
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ARMY COHT!D.:

different representation on the two Boards. Furthermore,
there are organizations represented on USCSB but not on
USCIB. Accordingly a combined USCIB-USCSB Board would
require a large and diverse membership which would negate
any advantages of combining the two separate Boards.

-8~
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Subject: Extracts from Appendix I of the loover Commission
' (General Mark Clark) Report.

’c. Recommendation No. 8,

THAT TIE PRESENT BASIC CCOMMUNICATIONS (CRYPTOGRAFHIC) SECURITY PLAN,
PROVIDING FOR CENTRALIZED CONTROL WITH EFFECTIVE DECENTRALIZATION OF OP;f-
ERATIONS, BE CONTINUED; THAT EACH AGENCY AND SERVICE IIAINTAIN EFFECIIVE
INSPECTION AND VIGOROUS TRAINING PROGRAMS TO REDUCE TO THE ‘MINIMUM CRYPTO-
GRAPHIC OPERATIONAL SECURITY VIOLATIONS,

COMENTS:

DEFENSE: Concur generally with this recommenda’cion, provided that
the actions suggested in Recommendation No, 4 of Part 1 and in
my letter of 31 May 1955 be undertaken,

E:C:' i'L.\,:.;»J,;: -ngcur .

AIR TORCE: The Air Force concurs in recommendation, however, suggests
that the words "securlty plan" should read “security arrange~
ment', The Air Force 1s pursuing a vigorous inspection and
'tralning program. Our problems in this area sre, outlined in
our memorandum for Chairman, USCSB, 5 July 1955,

_Q_;A: Concur,
TREASURY : Concur, -

- ARMY: ; The Army member concurs.,
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Subject: Extracts from Appendix I of the Hoover Commission
(General Mark Clark) Report.
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d. Recommendation No, 9.

TIIAT NSC DETERMINE WAYS+AND MEANé TO CONTROL MORE EFFECTIVELY RE=-
LEASE OF VALUABLE INTELLIGENCE TO POTENTTAL ENEMIES VIA CLEAR TEXT
MESSAGES BEING TRANSMITTED OVER GOVERNMENT AND CIVIL CCMMUNICATIONS
NETWORKS,

COMMENTS:

DEFENOE: This recommendation bears on the balance between adequate
. COMSEC on one hand and the necessity for economical use of
communications facilities on the other., The problem would not
appear to be one for NSC consideration, at least at this stage.
It is in effect an element of Recommendation No. 4 of Part 1
above, and should be considered in the context of that recom-
‘mendation. '

NAVY: This recommendation is concurred in insofar as the com-

munications of non-military agencies are concerned. The mili-

. tary services have long recognized this weakness and are taking
corrective action on the military portion of the problem within
capabilities. No real solution to this problem is possible un-
til military cryptographic capabilities are modernized to match
the operational and technical 1mp§ovements made in military
communications since World War II.; Significgnt improvement in
military cryptographic capability is expected when crypto-
graphic equipment now under development and/or procurement
beccmes aveilable, ‘

R FORCE: With respect to Air Force position, refer to Memorandum
for Chairman, USCSB, 5 July 1955. '

CIA: _The responsibility to provide additional controls on the
use of clear text messages should be assigned to the USCSB
and not to the NSC as this is a responsibility clearly within
the charter of the USCSB, (In the event agreement cannot be
reached, procedure prescribed in paragraph lg of NSC 168 will

apply- )

g 79041
-10- Page /¥ _pages

Approved For Release W A 001-5{01500@5;&93




‘Approved For Release 0 . “RDP78S05450A000100150031-9
) | CSB # 00013

Subject: Extracts from Appendix I of the Hoover Commission
(General Mark Clark) Report.

JEEASURY: Concur,

ARMY: The Army member feels that this recommendation can and
should be adopted, This study should be conducted by appro-
priate working elements of USCSB and results submitted to NSc
for determination.
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Subject: Extracts from Appendix I of the Hoover Commission
' . (General Mark Clark) Report.

G B W W R R W WS Y SR ME e g we W M e O ae -p-p—d--—,-—u-‘--p- ——————
e, Recommendation No, 10,

THAT THE GENERAL TENDENCY WITHIN THE COMMUNICATIONS INTELLIGENCE AND
THE COMMUNICATIONS SECURIT®* AGENCIES TO OVEREMFPHASIZE THE SPECIAL SECURITY
FACETS OF THEIR OPERATICNS WITH RESPECT TO BASIC CCMMUNICATIONS AND ELEC-
TRONICS FEATURES BE EXAMINED OBJECTIVELY AND COMPREHENSIVELY RY CCMPETENT,
TECHNICALLY QUALIFIED AUTHORITY TO INSURE THAT SUCH OVEREMPHASIS IS NOT
PRODUCING UNNECESSARY DUPLICATION OF FACILITIES AND OPERATIONS IN PEACE-
TIME WHICH WILL GROW TO COMPLETELY UNREALISTIC FIGURES IN WARTIME, AND
PRODUCING A SYSTEM WHICH MAY FAIL IN AN EMERGENCY BECAUSE IT WILL REQUIRE
CONSIDERABLE READJUSTMENT OF BASIC OPERATIONAL PRACTICES AT 4 CRITICAL TIME,

COMMENTS:
DEFENSE: The terms of this recommendation suggest an element of pre-
' judgment, In one sense 1t contradicts recommendation 9 just '
above, '

Existing agencies would be as well fitted to conduet the
objective and comprehensive examination such as is recommended,
if such an examination is in fact necessary, which I doubt,

NAVY: Concur, ’
AIR FORCE: The Air Force concurs,
JREASURY: We concur and believe that stendardization is desirable as
? far as it is possible, realizing, however, that complete standard-
~ ization is not entirely practicable in all agencies, il.e., State
Department.,
ARMY: The security features of certain COMINT and COMSEC activi-

ties are considered extremely sensitive, It is believed that
study of this matter should be conducted by appropriate rep-
resentatives of the COMINT and COMSEC community who are thoroughly
familiar with special security requirements of both COMINT and
COMSEC: Appropriate representatives of the Communications and
Electronics elements within the Department of Defense should be
invited to participate, if they so desire. The Committee study=-
ing this problem should pot be a standing committee, but it

should be gd hLog.
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Subjeet: Extracts from Appendix I of the Hoover Commission
(General Mark Clark) Report.

'fo Special Recommendation.

THAT THE PRESIDENT SET UP A SPECIAL COMMISSION CCMPOSED OF
TECHENICALLY QUALIFIED CIVIL AND MILITARY COMMUNICATIONS AND ELECTRONICS
REPRESENTATIVES, TO SURVEY AND PRODUCE RECOMMENDATIONS AS TO WAYS AND
MEANS TO INSURE THE MORE EFFECTIVE UTILIZATION OF ALL COMMUNICATIONS
AND ELECTRONICS RESOURGES OF THE UNITED STATES IN THE NATIONAL INTERESTS
IN CASE OF WAR OR NATIONAL EMERGENCY.

COMMENTS:

STATE: This does not appear to be of concern to communi-
o cations security except in an indirect way and no questions
have been presented which need to be considered by the USCSB.

DEFENSE: This recommendation is largely outside the com-
petence of USCSB to comment on. To the extent that it is
within the Board's competence, it is viewed with reserve,
chiefly for organizational reasons. The discussion follow-
ing the recommendation refers to various similar bodies that
have been formed or that exist now, Superimposition of
another commission, temporary or permanent, on the existing
structure is in principle likely to be less effective than
utilization of the existing structure. It is believed that
many of the aims of this recommendation are being achieved
under the monitorship of ODI.

NAVY: | No comment since it concerns a matter not under the
cognizance of the USCSB.

AIR FORCEs The Air Force does not consider this recommendation
' ~ to be within the purview of USCSB, and does not desire to
comment ,

ARMY: _ This recommendation, while of interest to both the
" COMINT as well as the COMSEC community, includes areas out-
side of their immediate areas of interest. Accordingly, the
Army member of USCSB neither opposes nor recommends adoption
of the proposed study. It is felt, however, that should such
a commission be established that representatives of both the
COMINT and COMSEC community should be invited.
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Subject: Extracts from.Appendix I of the Hoover Commission
(General Mark Clark) Report.
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g. Section XV Amnex I (Intelligence Communications and Electronics
" Subcommittee €ICES})

COMMENTS:

DEFENSE: The proposed ICES of the proposed Combined Intelligence

' Board sppears to be a somewhat more cumbersome means of achiev-
ing what is now accomplished through other means. Certainly

it is essential to insure that the views and background of ex-
perience of the communications—electronics elements not directly
represented on the Doard are appropriately brought to bear on
its deliberations, and the members should insure that this is
done., On principle, however, it is undesirable to increase the
already formidable number of committees, subcommittees, groups,
etc,

As a practical matter, moreover, it is premature at this
time to consider the establishment of such a subcommittee,
before the various concrete problems arising from the recommenda-
tion to establish the Combined Intelligence Board have been con-
sidered,

JREASURY: We concur in general on the assumption that the sub-

committee would be related tc the proposed new combined board,
i.6., combining USCIB and USCSB, Under item 3 (reference 4a3
page 43) concerning the composition of the board, we believe
the phrase "member having no active interest" should be clari-
fiedo

2, This item has been placed on the agenda for the Third Meeting of
USCSB to be held on 29 July 1955,

25X1A9A
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Acting Executh;/Secretary, USCSB
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